Planetlab

An open, shared platform for developing, deploying, and
accessing planetary-scale applications
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In this Lecture

« Introduction to PlanetLab
« PlanetLab Architecture

« PlanetLab at UCY
« PlanetLab Tutorial: A step by step guide
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Overview

 Global distributed system infrastructure
— platform for long-running services
— testbed for network experiments

« Launched in March 2002

=

PLANETLAB



The value proposition

« Institutions join, provide nodes
— |A32 architecture servers
— Hosted outside the firewall
— Provide power & bandwidth

 In exchange, researchers get to use a
small “slice” of many machines
worldwide

PLANETLAB



PlanetLab History

« March 2002: Larry Peterson (Princeton) and David Culler
(UC Berkeley and Intel Research) organize an
"underground" meeting of researchers interested in
planetary-scale network services, and propose PlanetLab
as a community testbed

« September 2003: PlanetLab passes the 200 node mark

« December 2003: PlanetLab passes the 300 node mark

« July 2004: PlanetLab passes the 400 node mark.

« December 2004: PlanetLab passes the 500 node mark

- September 2005: PlanetLab passes the 600 node mark

- September 2006: PlanetLab passes the 700 node mark

« June 2007: PlanetLab passes the 800 node mark @
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About Planetlab

« 815 nodes around the world
— 35 countries
— 405 sites (universities, research labs)
« A collection of machines distributed over the globe

— Most of the machines are hosted by research
institutions

— All of the machines are connected to the Internet
« Software Package

— All PlanetLab machines run a common software
package, called MyPLC
" The software is based on Fedora Core 4 (or Fedora Cg 2)
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The PlanetLab Consortium (1)

« Overseeing the long-term growth of PlanetLab's
hardware infrastructure; designing and evolving its
software architecture; providing day-to-day
operational support; and defining policies that govern
appropriate use.

« Managed by

— U. Washington, U.C. Berkeley, U. Cambridge,
Princeton U.

— Based in Princeton, NJ, USA.
« Funded by Industry and Gouvts.

— NSF, EU, Cernet, etc. .
— Intel, HP, Google, AT&T, FranceTelecom, etcﬁ@
i PLANETLAB



The PlanetLab Consortium (2)

« Node resources provided by member
institutions

« Small “support” team NOC in Princeton

— Additional NOCs planned in Europe
(Paris), China (Tsinghua)

« Steering Committee

— University representatives
— Top-level industrial sponsors %
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The PlanetLab Consortium (3)

Membership

Charter ($300k annual dues)

— Permanent seat on Steering Committee.

— Unlimited number of slices.

— Access to PlanetLab events, research papers, and working groups.
Full ($75k annual dues)

— Rotating seat on Steering Committee.

— 10 slices.
— Access to PlanetLab events, research papers, and working groups.

Associate ($25k annual dues)

— 2slices.

— Access to PlanetLab events, research papers, and working groups.
Sponsor ($10k annual dues)

— Access to PlanetLab events and research papers.
Academic (no annual dues)

— Seat on Steering Committee by invitation. .
— 10 slices. -

— Access to PlanetLab events, reseamh papers, and working grou;ﬁL ANETLAB



What 1s 1t used for?

« PlanetLab addresses the related
problems of:
— Deploying widely-distributed services

— Evaluating competing approaches in a
realistic setting

— Evolving the network architecture to better
support such services

« So far, PlanetLab is highly successful at

doing this. @
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Planetlab 1s not...

A distributed supercomputer

« A simulation platform

« An Internet emulator

« An arena for repeatable experiments

« Completely representative of the current
Internet

e Grid

PLANETLAB
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Planetl.ab 1s not the Grid

« The Grid aims at location-transparency
for large computations

— “I don’t care where this protein-folding job
runs as long as it's done by Monday”
« PlanetLab is all about small, long-
running services in specific locations

— “l need to run a new secure file cache for
the next 6 months in Seoul, Sydney, and

Vancouver” : @
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Planetl.ab 1s not the Grid

« The Grid is about standardizing one
particular paradigm for large scale utility
computing.

« PlanetLab provides a low-level platform
over which many distributed computing
paradigms can be tried.

— You could build the Grid over PlanetLab’s
abstractions if you really wanted

PLANETLAB
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Planetl.ab 1s not the Grid

« The Grid starts from scratch in putting
together an execution environment for
remote computation (e.g. OGSA)

« PlanetLab starts with a well-known,
simple interface and encourages the
community to evolve multiple,
competing execution environments

=
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PlanetlLab 1s...

« An opportunity to qualitatively validate
distributed systems in a real
deployment environment

« An opportunity to gain valuable
experience about what works and what
doesn’t in the wide area at scale

=
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Terminology

Site A site is a physical location where PlanetLab nodes are located
(e.g. Princeton University or HP Labs).

Node A node is a dedicated server that runs components of PlanetLab
services.

Slice A slice is a set of allocated resources distributed across
PlanetLab. To most users, a slice means UNIX shell access to a
number of PlanetLab nodes. Slices have a finite lifetime and must be
periodically renewed to remain valid.

Principal Investigator (PI) The Pls at each site are responsible for
managing slices and users at each site. Pls are legally responsible for
the behavior of the slices that they create. Most sites have only one PI
(typically a faculty member at an educational institution or a project
manager at a commercial institution).

User A user is anyone who develops and deploys appllcatlons )
PlanetLab. Pls may also be users. @
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PI’s Roles and Responsibilities

- Oversight. Pls are responsible for overseeing all
slices that they create on behalf of the users at their

site.
« Account management. Pls can:
— Enable, disable, and delete user accounts.
— Create slices.
— Delete slices.
— Assign users to slices.
— Allocate resources to slices.

« Node management. Pls are responsible for the
physical maintenance of the nodes at their site @
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Planetl.ab Architecture

Q@
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Short-term Requirements (March 2002)

« To support current research work in
distributed & P2P systems and
networking:

— Shared by many simultaneous users
— Isolation and protection

— Use familiar API (Linux)

— Networking flexibility

— Manageable

— Must be fully operational in 3 months! @
20 PLANETLAB



Long-term Requirements

« To change the world by incubating the
next Internet:
— Must evolve over time
— Allow parallel approaches to coexist

— Produce a viable replacement for the
existing network and services

PLANETLAB
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Node Architecture

Local
Admin &
Slice
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Distributed Virtualization

“Allocating a widely distributed set of virtual machines to
a user or application”

« Slices
— Basic unit of isolation and sharing
— Distributed set of virtual machines (slivers)
— Services & applications run in slices
 Nodes
— Physical machines, grouped into Sites.
— One node hosts many VMs
« Infrastructure Services

— Provide functionality to developers or other @

services rather than users
23
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Slices

PLANETLAB
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Slices




Slices
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Architecture

« Node Operating System

— Isolate slices

— audit behavior
« PlanetLab Central (PLC)

— remotely manage nodes

— bootstrap service to instantiate and control slices
« Third-party Infrastructure Services

— monitor slice/node health

— discover available resources

— create and configure a slice

— resource allocation . @
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Trust Relationships (1)
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Washington nyu d
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Trust Relationships (2)

Nod ¢ ¢ Service
C)O © PLC Developer
wner 5 : (User)

1) PLC expresses trust in a user by issuing it credentials to access a slice
2) Users trust to create slices on their behalf and inspect credentials
3) Owner trusts PLC to set users and map network activity to right user

4) PLC trusts owner to keep nodes physically secure

PLANETLAB

29



Trust Relationships (3)

. 6 .
Node | Mgmt | Slice Service
. . Developer
Owner Authority Authority (User)
3 5 1

1) PLC expresses trust in a user by issuing credentials to access a slice
2) Users trust to create slices on their behalf and inspect credentials
3) Owner trusts PLC to set users and map network activity to right user
4) PLC trusts owner to keep nodes physically secure

5) MA trusts SA to reliably map slices to users

6) SA trusts MA to provide working VMs = @'

% PLANETLAB



Trust Relationships (4)

PlanetLab Service
_______ Nodes Developers
| O
: Owner 1 [
| = .

::::::::::_—::::::i:; j Create slices @4 Request a slice O
Owner 2 . Authority New slice D O
! ! - C
I:IZZIIIII___'_'_'_'_!_': Learn abOUt Identlfy O CD
0l nodes slice users m
; (resolve abuse) .y
Owner3 [\ | s\ iting data O ”
- J; .
Software updates O
=
Owner N [ .
= Access slice
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Architecture (3)
MA _ﬁ gg?aebase

Node
Owner

Service
Developer

slice u
database @ SA @;
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Principals

Node Owners

— host one or more nodes (retain ultimate control)

— selects an MA and approves of one or more SAs
Service Providers (Developers)

— implements and deploys network services

— responsible for the service’s behavior
Management Authority (MA)

— installs and maintains software on nodes

— creates VMs and monitors their behavior
Slice Authority (SA)

— registers service providers

— creates slices and binds them to responsible provider

PLANETLAB
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Per-Node Mechanisms

» PlanetFlow

» SliceStat
& , pl_scs

R pl_mom

SliverMgr <«
Proper «

Owner
VM

34

Linux kernel (Fedora Core)
+ Vservers (namespace isolation)

+ Schedulers (performance |
+ VNET (network virtualization
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VMM (1)

e Linux
— significant mind-share
« Vserver
— scales to hundreds of VMs per node (12MB each)

« Scheduling
- CPU
" fair share per slice (Quarantees possible)
— link bandwidth
" fair share per slice
" average rate limit: 1.5Mbps (24-hour bucket size)
" peak rate limit: set by each site (100Mbps default)
— disk
" 5GB quota per slice (limit run-away log files)
— memory

" no limit i
" pl_mom resets biggest user at 90% utilization e

» PLANETLAB



VMM (2)

« VNET

— relies on Linux’s Netfilter system

— slices should be able to send only...
" well-formed IP packets
" to non-blacklisted hosts
— slices should be able to receive only...
" packets related to connections that they initiated (e.g., replies)
" packets destined for bound ports (e.g., server requests)

— Supports the following protocols:
" TCP
= UDP
" ICMP

* GRE and PPTP
— also supports virtual devices

" standard PF_PACKET behavior )
" used to connect to a “virtual ISP” y

% PLANETLAB



Node Manager

 SliverMgr
— creates VM and sets resource allocations

— Interacts with...
" bootstrap slice creation service (pl_scs)

" third-party slice creation & brokerage services (using
tickets)

« Proper: PRivileged OPERations
— grants unprivileged slices access to privileged info
— effectively “pokes holes” in the namespace isolation
— examples

" files: open, get/set flags

" directories: mount/unmount

" sockets: create/bind i @
" processes: fork/wait/kill7

PLANETLAB



Auditing & Monitoring

« PlanetFlow
— logs every outbound IP flow on every node
" accesses ulogd via Proper

" retrieves packet headers, timestamps, context
Ids (batched)

— used to audit traffic
— aggregated and archived at PLC
« SliceStat

— has access to kernel-level / system-wide
iInformation

" accesses /proc via Proper

— used by global monitoring services . @
— used to performance debug services PLANETLAR



Long-Running Services (1)

Content Distribution

— CoDeeN: Princeton
— Coral: NYU
— Cobweb: Cornell

Internet Measurement
— ScriptRoute: Washington, Maryland

Anomaly Detection & Fault Diagnosis
— PIER: Berkeley, Intel
— PlanetSeer: Princeton

« DHT
— Bamboo (OpenDHT): Berkeley, Intel @

— Chord (DHash): MIT

39
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Long-Running Services (2)

Routing
— 13: Berkeley
— Virtual ISP: Princeton

« DNS
— CoDNS: Princeton
— CoDoNs: Cornell

Storage & Large File Transfer
— LOCI: Tennessee

— CoBIlitz: Princeton
— Shark: NYU

Multicast .
— End System Multicast: CMU N @

— Tmesh: Michigan 40 PLANETLAB



Infrastructure Services

« Brokerage Services
— Sirius: Georgia
— Bellagio: UCSD, Harvard, Intel
— Tycoon: HP
« Environment Services
— Stork: Arizona
— AppMgr: MIT
« Monitoring/Discovery Services
— CoMon: Princeton
— PsEPR: Intel

_ SWORD: Berkeley | @

— lrisLoq: Intel
sLog: Inte H PLANETLAB



Example: CoDeeN (Princeton)

« Content Distribution Network
— ~330 (open) caching proxy servers
— Open to all users (see URL)
« Highly available (after lots of work!)
« Spawned many subprojects / services:
— CoBlitz, scalable distribution of large files.
— CoDeploy, efficient synchronization for slices.
— CoDNS, fast and reliable name lookup.
— CoMon, node monitoring for PlanetLab
— CoTest, login debugging tool for nodes
— PlanetSeer, distributed network anomaly tracing
 lllustrates how deployment of a real service spurs researc,h@'

— http://codeen.cs.princeton.gdu/
PLANETLAB



PlanetLab AT UCY

Q@

PLANETLAB
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October 3, 2007

®PlanetLab AT UCY

home

about us

infrastructure

documentation

contact

HPCL

r

PlanetLab is ...

A Model for Evolving the Next Generation Internet.

PlanetLab iz a network of computers strategically located at sites around the world,
forming a testbed or platform for creating and deploying planetaryscale services
massive applications that span a significant part of the globe. FlanetLab enables users
primarily researchers to test and wvalidate new planetaryscale services in an
environment that is intended to replicate the environment of the Internet but does not
disrupt the Internet's performance. It currently consists of 639 nodes at 305 sites

around the world.

An Open Testbed for Developing, Deploying, and Accessing planetary-scale

Services.

PlanetLab createz a unigue environment in which to conduct experiments at "Internet
Scale." The most obvious is that network services deployed on PlanetLab experience all
of the behaviors of the real Internet where the only thing predictable is unpredictability
(latency, bandwidth, paths taken). A second advantage iz that PlanetLab provides a

diverse perspective on the Internet in terms of connection properties, network

44
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Infrastructure

« Two SuperMicro Servers (SuperServer 6022P-1)
support the global PlanetLab infrastructure. Each
SuperMicro has:

— 2.4 GHz Pentium4

— 2GByte Maximum RAM

— 80+160 GByte total disk space
— Fast Ethernet interface

PLANETLAB
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Planetl.ab Tutorial

A step-by-step guide

-—f@:

PLANETLAB
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First steps to using PlanetLab

Register as a user

. Create an ssh key

. Create a slice

Add nodes to the slice
Describe the slice

Log into a sliver

o 0k D=

PLANETLAB
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PlanetLab

™ Rbout
* Consortium
" Federation
® History
" Sites
* Projects
® Status
T Support
® Bite Assistant
" Documentation
" APl
©AUP
® Bibliography
" FRQ
* Tutorial
" PDNs
* Guides
- Community
* Courseware
® Mailing Lists
* Meetings
® Presentations
Software
* CVS
* Roadmap
¥ Services

* UserTools

Search

Step 1: Register

Go to http://www.planet-lab.org/:

Home

| Account Registration

PlanetlLab login

“four E-mail address must be able to receive e-mail and will be used as your Planetlab username.

Do not select the Principal Investigator or Technical Contact roles unless you have spoken with the

cument Pl of your site, and you intend to assume either or both of these roles.

First name: *

Password: *

Telephone:

Site: *

University of Cyprus

Additional Reles:

Technical Contact

Copyright © 2007 The Trustess of Frinceton University

48

E-mail: *
|

Password: *

Forgot your password?

Create an account

Anncuncements

' Bite Assistant
Flanetlsb Operations iz developing
a new tool, called
= ROADS Workshops
A zenies of international workshops
on Real Overlays and Distributed
Systems [
“ PlanetLab Upgrade
We have recenthy upgraded
Planetlsb to Viersion 4.0. Part of
the upgrade invelved revamping this
webs. .
Planetlab Services
Many user services run
continwoushy on Flanetlab,
generating the majority of our traffic
and facilit ..

Sirius Upgrade

The Sirius calendar service has
been upgraded to sllow ussrs to
SCquire guarantesd resources

PLANETLAB




Filling out the Form

e Fill in contact details

« Select your site
— E.g.University of Cyprus

« Are you a PI?

— Pls are responsible for PlanetLab site:
participation, approve users, create slices

— Most users are not Pls
 Are you a tech contact?

— Probably not! @

o« Submit the form PLANETLAR



User Registration

User
registers on | PI receives
web site email message
PT logs into
web site
User receives | y, Approve?
email message s
No
User logs in to
web site ?

20 PLANETLAB



Account approval (as Pl)

Accounts at Intel Research Berkeley

About Status Contact Uis

buonadonnap@acm.org user
pmeschn@uclink berkeley adu user
devnull@intel-research.net user
bnc@thesther.arg UsEr

: admin
pnc@intal-research net GearEaelt
kfall@cs. barkeley edu user

blulton@eecs berkeley adu user .

| wewplanetdaborg 5 ||  Adblock

PLANETLAB



[*] Planetlah: Enable Account- Mozilla Firefox - 0O X
File Edit View Go Bookmarks Tools Help

{:EI - B g C @ I@ https:/www.planet-lab.org’db/accounts/setenable.php? [“,j @'

.

. PLANETLAB

An open plafform for developing, deploying, and accessing planstary-scale services

Home Lser Pl Admin AboutStatus Contact Us
Sites

» View All Sites Enable Account

» \iew My Site

= Upfdat“ e Are you sure you want to enable this account? The user will be able -

» Switch Site tologin and use any slices assigned to them.
NDdFS Mame: Tristan Koo

#iew All Nodes

# Vizw Site Nodes Email: tkoo@intel-research.net

» Other Mode Groups

#» Control Site Nodes Enable Account |

» Bandwidth Limits -

Done | www.planatlab.org E,|Ej| Adblock

52
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You are now a user!

-=0OX
.

&= O

Logged in as troscoe@mtel. research net Lowgyout

PLANETLAB

An open plattorm for developing, deploying, ond ocosssing planskorny scoks serveoss

=] Admin About Status Contact Us

Intel Research Berkeley

Walcome to the wsar main paga

wwvs planet laborg ) [ Adbiock

53

Q@

PLANETLAB



Step 2: Create an ssh key

« PlanetLab uses 1024-bit RSA keys for
authentication on nodes

« Upload your key to the website using
OpenSSH:

— ssh-keygen -t rsa -f /.ssh/id_planetlab
e Do use a secure passphrase

=
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Step 3: Creating a slice

Actually, ask your Pl to create a slice...

Planetlab: Create Slice - Mezilla Firefax
File Edit WView Go Bookmarks Tools Help

-0OX

G->-@

é\ Pl A

ﬂ" |G| https:iwww.planet-lab.org/dbislicesiadd_ ™ —

Gl

NETLAB

Slice names are of form:

<site> <local name>

pitlerm for develaping, deplaying, and accessing planetary-seale

?I Adrmin AhoutStatus Contact Us

w Wiew Al Sites

» Wigw My Site

» pdate My Site
» Switch Sita

Modes
» Wiew Al Nodes

"'ZZZZJ_I_g.L.E.LI_I_IJJ_I_I_IJ_I_I_IJ_u_IJ_I_IJJJ_I_IJ_I_I_II es T

Create new slice

Slice Name: jrb_tutorial

Create I

[

L4

Adblock

www.planet-lab.org = |5

> PLANETLAB



Assion users to a slice (as PI

File

Edit Yiew Go

PlanetLab: Dymamic Slice Overview - Mozilla Firefox
Bookmarks Tools

O

Help

@ - 5 - @ 8 @ I@ https:iwww.planet-lab.orgidbislices/

a- a

-

Home Liser

Sites
» Wiew All Sites
» iew My Site
» Update My Site
» Switch Site

Nodes
» Wiew All Nodes
» Wiew Site Nodes
» Other Node Groups

PLANETLAB

An open platiorm for developing, depleying, and accessing planetary-scale| -

Adrmin AboutStatus Contact Us

Dynamic Slice Overview

Slice Name/

Users Expires
State P
irb_tutoral Mo users assigned Friday
ple-imstartiated ¥] l-Jul-CIE
031217
GMT

4

I [+
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By now...

« YOU have a user account
« Your Pl has approved it
e Your Pl has created a slice

« Your Pl has assigned you as a user of
the slice

« Next step: add nodes to the slice

PLANETLAB
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Step 4: Adding nodes

@ FPlaneilabh: Selectslice @ mamage nedes an - Mazilla Firelex = O X
fle Edt View Go [Bookmarks Jooks Help {3

@-$-0 0 ﬂﬁjw.m_ﬂnﬁ- il

@ PLANETLAB "4“
An open plafform for developing, deploying, and accessing planetary-scale se

Select slice to manage nodes on
[irb_ph | Costimie

wonwe phanet fab.org 1 | Adblack @

>8 PLANETLAB



Adding nodes

Planeilab: Manage Nede Assigumenss Mexilhs Firefox

b

o Hookmarks Tools Help

SRR |3 Wetps: e planet Jab.org/th sices assign_nodes <+ [

PLANETLAB

A open phafform for dewlopeng, deploying, and accessing plonelony. scoks servces |

i Adrrin AbautStatus Contact Us
Back to slice details,

Manage Node Assignments

Shiow

i

| . Coara
_Fitter_|

Either all nodes from this site are already assgned, or no assignable nod

Al nodes currently assigned to slice irb_phi:

[T 140.136 .206.233

[T 200-102-209-151 . paemt 7001 & bras helecom net.br
™ 200-102-200-152 paemt 7001 & brasitelacom net.br
[ alice es princeton.edu

[~ aran snu.ac kr

[~ blast .uwaterioo.ca
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Adding nodes

« Page for adding/removing nodes
— Select site to see nodes to add
— Shown are all nodes currently in slice
— Nodes can be removed

« For your first time, it is recommended:
— Add a couple of nodes, one nearby

» Note: Changes will take ~5 minutes to

propagate! @

0 PLANETLAB



Step 5: Describe your slice

@ PLANETLAB i
A apn platfarm for dewloping, deploying, and accoas ng plonslany-wole sardces

Description of slice irb_phi

UAL: [
Desorption FF_H is a sassively distributed gquery

ocessor. Expected comsunication is UDP
tween planetlab nodes and TOP
onnections to cutside users,

_Update |

www planet daborg < L Adbleck

Q@
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Step 6: Log 1n to a node

« Your user name is your slice name
» E.g., with OpenSSH:

- ssh -1 irb phi \
-i ~/.ssh/id planetlab \
planetl.berkeley.intel-research.net

3 irh_phi@planetl :~ -0OX
« $> zsh -1 irb_phi -1 ,ssh/planetlab_r=za planetl,.berkeley,intel-research,net

The authenticity of host 'planetl.berkeley, intel-research.net (12,46,129,21)° ca
n't be established,

RSA key fingerprint is f4:bd:43:c0:fe:34:0c:¥3:92:46:1c:2c:1bsabsde13,

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added 'planetl,berkeley,intel-research,.net,12,46,129,21" (R
SA) to the list of known hosts,

Last loging Fri May 6 23:36:03 2005 from user-11fa2bc.dsl.mindspring,com
[irb_phifplanetl irb_phil$ []

62
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Deploying Software to Your Nodes

« Copy binaries to the node to run

— scp or rsync works for small numbers of
nodes

— Ensure library dependencies are satisfied

. PLANETLAB
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